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1. Introduction 

1.1 This is a statement of the Data Protection, Confidentiality and Privacy policy adopted by NHS 
24. 

1.2 NHS 24 needs to collect and use large volumes of sensitive and personal identifiable 
information that is confidential information relating to patients, employees, suppliers 
and others with whom it communicates in the provision of services.  In addition, it may 
be a legal requirement to collect and use certain types of information in compliance 
with this legislation.  All such personal information, no matter how it is collected, 
recorded or used, must be dealt with properly and securely to ensure integrity, and to 
make sure that it is not available to persons unauthorised to see it. 

1.3 NHS 24 can be both a Data Controller and a Data Processor as defined by section 
1(1) of the Data Protection Act 1998 and as such it seeks to ensure that all personal 
and sensitive information is not divulged without just cause and that it complies with 
the requirements of all current data protection legislation in force at any given time. 

1.4 All NHS 24 staff have an ethical and legal duty to keep Personal Identifiable 
Information (PII) and business information confidential.  This policy details how all 
NHS 24 staff, including contractors, students and volunteers (who may not have a 
contract with NHS 24) will meet its legal obligations and requirements concerning 
data protection, confidentiality and privacy. 
 

2.  Policy Objectives 

2.1     The objectives of this policy are to ensure that : 
 
 The principles that govern all uses of personal identifiable information are clearly 

understood by all. 

 NHS 24 as Data Controller complies with the Data Protection Act 1998, Human 
Rights Act 1998, and other relevant legislation at all times. 

 Staff members clearly understand through this policy our commitment towards 
effective data protection, confidentiality and privacy compliance. 

 Staff members who manage and/or process personal identifiable information 
understand their responsibilities in relation to data protection, confidentiality and 
privacy; that they are contractually responsible for following good data protection 
practice and are appropriately trained and effectively supervised. 

 That the rights of any individual are observed in line with the Data Protection Act 
1998 principles (See Appendix 1) and that they know who to approach regarding 
these rights and that they are promptly and courteously dealt with. 
 

3. Policy Statement 

3.1 NHS 24 will take all reasonable measures to comply with its legal responsibilities 
under the Data Protection Act 1998, the Human Rights Act 1998 and the Common 
Law Duty of Confidentiality. 
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4. Definition of Terms 

4.1 Personal Data – as defined by the Data Protection Act 1998, is data which relates to 
an individual who can be identified from those data, or from those data and other 
information which is in the possession of, or is likely to come into the possession of, 
the data controller and includes any expression or opinion about the individual and 
any indication of the intentions of the data controller or any other person in respect of 
that individual. Some common personal data items are: 

 Name 
 Address 
 date of birth 
 CHI number. 

 
4.2 Sensitive Personal Data - The 1998 Act defines ‘sensitive personal data’ as 

information relating to racial or ethnic origin, political opinions, religious beliefs, trade 
union membership, physical or mental health, sexual life and criminal convictions. 
Under the Act the processing of this “sensitive personal data” is subject to more 
stringent conditions. 

4.3 Processing – in relation to information or data, means obtaining, recording or holding 
the information or data, or carrying out any operation or set of operations on the 
information or data. 

4.4 Data Controller – Person(s) that determine the purposes for which, and manner in 
which any personal data are, or are to be, processed.  “NHS 24” as the organisation 
is the Data Controller. 

4.5 Data Processor - A Data Processor in relation to personal data, means any person 
(other than an employee of the data controller) who processes the data on behalf of 
the data controller. 

4.6 Caldicott - The Caldicott report raised concerns regarding the way information 
flowed, not only within NHS organisations, but also between non-NHS organisations. 
The Caldicott report did not extend to Scotland but the Scottish Executive adopted its 
16 recommendations and 7 general principles for the safe handling of patient 
identifiable information.  Both Caldicott and the Data Protection Act 1998 cover 
information held on paper as well as electronically. All staff must adhere to these 
principles. (See Appendix 1). 
 

5. Scope of the Policy 

5.1 This policy covers all employees, volunteers and any contractors supplying services 
or carrying out work on behalf of NHS 24. 
 

6. Legal Context 

6.1 Data Protection Act 1998 – The Data Protection Act 1998 establishes a framework 
of rights and duties which are designed to safeguard personal information.  This 
framework balances the legitimate needs of organisations to collect and use personal 
data for business and other purposes against the right of individuals to respect for the 
privacy of their personal details.  The Act only applies to “personal (including 
sensitive) data” (see 4.1) held about identifiable living individuals. 
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6.2 NHS 24 has a duty to keep all personal information held on patients and staff 
confidential and secure.  Employees must ensure they do not pass on information to 
anyone unless authorised to do so and must also ensure that all personal details are 
processed in accordance with the rights of the data subjects as defined under the Act. 

6.3 The organisation and the staff employed within NHS 24 must abide and adhere to the 
Data Protection Principles: (See Appendix 1). 

6.4 Human Rights Act 1998 - Article 8.1 of the European Convention on Human Rights, 
as given effect to by the Human Rights Act 1998, provides that “everyone has the 
right to respect for his private and family life, his home and his correspondence.” 

6.5 Common Law duty of Confidentiality -  Common law is not based on statute and 
Acts of Parliament, it is based on the decisions made by the courts on specific cases, 
and is developed over time. This law underpins the duty of confidentiality that states 
that: 

 ‘If information is given in circumstances where it is expected that a duty of 
confidence applies, that information cannot normally be disclosed without the 
information provider's consent.’  

 Information is confidential when it is not in the public domain, not common 
knowledge and is worthy of protection due to the damage, harm or distress that 
disclosure might cause. 

 This duty extends to all staff who work for NHS 24. 

6.6  Confidentiality Exception - Where it is known, or believed, that an individual may be 
at risk of harm then the interests of public protection override the need for 
confidentiality, and, in addition, the Children and Young People (Scotland) Act 2014 
contains provisions which, when enacted, will introduce a duty to share concerns 
about a child's wellbeing with the Named Person. 

 

7. Responsibilities 

7.1 Chief Executive 
The Chief Executive has overall responsibility for NHS 24's compliance with the Data 
Protection Act, Common Law Duty of Confidentiality and associated regulations. 

7.2 Senior Information Risk Owner (SIRO) 
The Senior Information Risk Owner has responsibility for the management and 
mitigation of risks associated with NHS 24's information management processes. 

7.3 Caldicott Guardian 
The Caldicott Guardian is responsible for ensuring that NHS 24 satisfies the highest 
practical standards for handling patient information standards in compliance with the 
Caldicott Principles. 

7.4 Head of Information Governance and Security 
The implementation of, and compliance with, this policy is delegated to the Head of 
Information Governance and Security who will act as data protection lead and will 
provide guidance on all areas of Information Governance and Security.  Ensuring 
relevant legislation and guidance are incorporated into NHS 24 practices.  The 
Information Governance and Security Team will provide training and training materials 
for staff in relation to data protection, confidentiality and privacy. 

7.5 Line Managers 
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Managers at all levels are responsible for ensuring that the staff for which they are 
responsible are aware of, understand and adhere to this policy.  They must ensure 
their teams undertake all appropriate training and are aware of their responsibilities 
and the most effective way of ensuring adequate information security and 
confidentiality. 

7.6 Staff 
All staff, whether permanent, temporary or contracted and contractors must comply 
with the requirements of their contract in relation to ‘duty of confidentiality’ and to 
adhere to this policy and the related documents and procedures which can be found 
on the NHS 24 Intranet.  Staff will also be expected to participate in any training 
required in order to achieve a standard of knowledge and understanding in these 
issues relative to the duties of their post. 
 

8. Implementation 

8.1  All staff contracts will include an employee commitment to confidentiality and to abide 
by the principles laid down in the Data Protection Act 1998.  To ensure that 
knowledge of these guidelines and procedures is kept up to date, staff will be required 
to sign a confidentiality statement.  It is the responsibility of all those referred to in 
Section 3 of this policy to ensure compliance with all legislation, related policy, 
procedures, protocols and supporting guidance contained and referenced in this 
policy document. 

8.2 Any staff transferring between NHS organisations, any appointments of temporary 
staff, agency staff, students or trainees, must be made aware of this policy and other 
related documents by the appropriate line manager/team leader. 

8.3 The Head of Information Governance and Security will ensure that a full, correct and 
up-to-date notification is lodged for NHS 24 with the Information Commissioner.  This 
is available online on the Information Commissioners website at:  

 https://ico.org.uk/esdwebpages/search and by entering NHS 24 at the Name. 

8.4 All contracts with external suppliers must comply with CEL 25 (Safeguarding the 
Confidentiality of Personal Data Processed by Third Party Contractors). 

8.5 All contracts with external suppliers must include clauses relating to confidentiality 
and Data Protection. 

8.6 NHS 24 are mandated by the Scottish Government (MEL (1999) 19) and (HDL 
(2006)41) to ensure that there is always a nominated ‘Caldicott Guardian' with 
ultimate responsibility for maintaining the confidentiality of patient identifiable data and 
by the Scottish Government (HDL (2006)41) to appoint a person with specific 
responsibility for advising on and monitoring data protection within the organisation. 

8.7 This policy will be reviewed every two years to ensure that it continues to be effective 
and comply with current legal requirements. 

8.8 An annual review and audit will be made of the way in which personal identifiable 
information is managed in relation to data protection compliance. 

8.9 Any incident regarding data protection, confidentiality and privacy must be reported as 
per the guidance available on the NHS 24 intranet. 

http://www.sehd.scot.nhs.uk/mels/CEL2011_25.pdf
http://www.sehd.scot.nhs.uk/mels/CEL2011_25.pdf
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8.10 A Privacy Impact Assessment (PIA) must be completed for any new/or change in 
service which intends to utilise personal identifiable information.  It must be completed 
as soon as the new/or change in service is identified by the Project/System Manager 
or Information Asset Owner. 

8.11 NHS 24 utilise the Scottish Accord on Sharing Personal Information (SASPI).  This 
enables NHS 24 and partner agencies to share personal information in a lawful 
manner. 

8.12 Operational protocols and guidelines which underpin this policy are available on the 
NHS 24 Intranet. 

8.13 Where deemed appropriate by management, breaches of the legislation covered in 
this policy and any associated policy may result in action being taken through current 
NHS 24 disciplinary procedures. 
 

9. Access to Information 

9.1 Under the Data Protection Act 1998, individuals have a right to see or be provided 
with a copy of personal information the organisation holds about them, this is known 
as a ‘Subject Access Request’.  Information and guidance for handling Subject 
Access Requests is available on the NHS 24 Intranet. 

 

10. Relevant Legislation Guidance and Code of Practice 

10.1 This policy should be read in conjunction with the following: 

 Local Policies can be found on the NHS 24 Intranet. 

 
 Legislation and National Policies and Codes of Practice 

 
 Data Protection Act 1998 
 Freedom of Information (Scotland) Act 2002 
 Human Rights Act 1998 
 Adults with Incapacity (Scotland) Act 2000 
 Public Records (Scotland) Act 2011 
 Disposal of Records (Scotland) Regulations 1992 
 Protecting Patient Confidentiality: NHS Scotland Code of Practice 
 The Regulation of Investigatory Powers (Scotland) Act 2000 
 NHS HDL (2003) 30, Regulation of Investigatory Powers (Scotland) Act 
 Patient Rights (Scotland) Act 2011 
 Computer Misuse Act 1990 
 Access to Medical Reports Act 1988 
 Access to Health Records Act 1990 
 Children and Young People (Scotland) Act 2014 
 Crime and Disorder Act 1998 
 Criminal Justice and Immigration Act 2008   
 Information Commissioner’s Office - Employment Practices Code 
 CEL 13 2008 Information sharing between NHS Scotland and the Police 
 CEL 25 (2011) NHS Scotland: Safeguarding the Confidentiality of Personal Data 

processed by Third Party Contractors. 
 CEL 26(2011) Information Assurance Strategy 

http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.legislation.gov.uk/asp/2002/13/contents
http://www.legislation.gov.uk/ukpga/1998/42/contents
http://www.legislation.gov.uk/asp/2000/4/contents
http://www.legislation.gov.uk/asp/2011/12/contents
http://www.legislation.gov.uk/uksi/1992/3247/contents/made
http://www.knowledge.scot.nhs.uk/media/CLT/ResourceUploads/4069835/3619da45-b41c-4c2b-bb75-10cd7ff091bb.pdf
http://www.legislation.gov.uk/asp/2000/11/contents
http://www.scot.nhs.uk/sehd/mels/HDL2003_30.pdf
http://www.legislation.gov.uk/asp/2011/5/contents
http://www.legislation.gov.uk/ukpga/1990/18/contents
http://www.legislation.gov.uk/ukpga/1988/28/contents
http://www.legislation.gov.uk/ukpga/1990/23/contents
http://www.legislation.gov.uk/asp/2014/8/contents
http://www.legislation.gov.uk/ukpga/1998/37/contents
http://www.legislation.gov.uk/ukpga/2008/4/contents
https://ico.org.uk/media/for-organisations/documents/1064/the_employment_practices_code.pdf
http://www.sehd.scot.nhs.uk/mels/CEL2008_13.pdf
http://www.sehd.scot.nhs.uk/mels/CEL2011_25.pdf
http://www.sehd.scot.nhs.uk/mels/CEL2011_25.pdf
http://www.sehd.scot.nhs.uk/mels/CEL2011_26.pdf
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 CEL 25  (2012) NHS Scotland: Mobile Data Protection Standard 
 Scottish Government Records Management: NHS Code of Practice (Scotland) 
 The Nursing and Midwifery Council Code (2015) 
 National Guidance for Child Protection in Scotland (2014) 
 Adult Support and Protection (Scotland) Act 2007 

 

  

http://www.sehd.scot.nhs.uk/mels/CEL2012_25.pdf
http://www.gov.scot/Publications/2012/01/10143104/0
https://www.nmc.org.uk/standards/code/
http://www.gov.scot/Publications/2014/05/3052
http://www.legislation.gov.uk/asp/2007/10/contents


Data Protection, Confidentiality and Privacy Policy - GREEN 

 
Version 2.0 Date approved: 2016.04.26 
Document uncontrolled when printed   Page 10 of 10 

 

Appendix 1 – The Principles 
 

Data Protection Act 1998 – The Principles 
 

1. Personal data must be processed fairly and lawfully.   
2. Personal data shall be obtained for only one or more lawful purpose and must not 

be further processed for incompatible purposes. 
3. Personal data shall be adequate, relevant, and not excessive. 
4. Personal data shall be accurate, and where necessary, kept up to date. 
5. Personal data shall not be kept for longer than necessary. 
6. Personal data shall be processed in accordance with the rights of data subjects 

under the Act, they can : 
 See and get a copy of information held about them. 
 Prevent processing in particular circumstances 
 Seek compensation where processing has caused damages or distress 
 Have inaccurate information rectified, blocked or destroyed  

 
7. Appropriate technical and organisational measures shall be taken to prevent 

unauthorised or unlawful processing of data and against accidental loss or 
destruction of, or damage to data. 

      8 Personal data shall not be transferred to a country outside the European Economic 
Area, unless that country ensures an adequate level of protection for the rights 
and freedom of individuals in relation to processing the data.  

 
 

Caldicott – The Principles   
 

1. Justify the purpose(s) for using confidential information 
2. Only use it when absolutely necessary 
3. Use the minimum that is required 
4. Access should be on a strict need-to-know basis 
5. Everyone must understand his or her responsibilities 
6. Understand and comply with the law 
7. Duty to share is as important as duty of confidentiality 

 
 
 
 
 
 


